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OpenSSL

OpenSSL: Secure Socket Layer (Z&EEEMN) . 2— TR
BRI ES, NARRRAUERRMERH TZ2BE, BRE
0, FRRIAB—ImEEENSM. XN 2N AEEBKMEIR T
fRSSEs L. RSSLATLSHMUAISEIL. SSL TR RESERE.

OpenSSLE=&R4ERk :

1. libcrypto: 1BREINZEE
2. libssl: FAFSCIRTLS/SSLAVINEE

3. openssl: ZIggar<SIT LR, ALISSHFAEIEBIUATIGE, TO8E:
FpEH. CIEEFIER. FoIIEHFZEEE

OenSSLNFH

1 #ff FH DESH ¥ fin % S+

2 openssl enc -des3 -salt -a -in Sou.file -out
Pur.file.des3

3 #IRE

4 openssl enc -des3 -d -salt -a -in Pur.file.des3 -out
Sou.file


af://n3
http://www.voidcn.com/blog/wscto/article/***security/

#it SO RAE D
2 openssl dgst [-md5|-md4|-md2|-shal|-sha|-mdc2|-
ripemdl160|-dssl] [-out filename] Sou.file

#2E B AL 2L
2 openss] rand -base64|-hex K&

OpenSSLECENX ¥

/etc/pki/tls/openssl.cnf

1 [ cA_default ]

2 dir = /etc/pki/CcA # CATIEH=

3 certs = $dir/certs # UEHH

4 crl_dir = $dir/cril # MR

5 database = $dir/index.txt # =G| U
¥
#unique_subject = no #

7 new_certs_dir = $dir/newcerts # W25 E BUE
FE Hx

8 certificate = $dir/cacert.pem # CAHZEIE
HE Hx

9 serial = $dir/serial # EH)F A
5, T—"MEPBHFIS

10 crlnumber = $dir/crlnumber # ML F
515

11 crl = $dir/crl.pem # METIEAEfE
FH 85 51 3R S0

$dir/private/cakey.pem# CAITFA%
$dir/private/.rand # BEALECCHE

12 private_key
13 RANDFILE

CA

FIEBIAMENAECA (Certificate Authority)

K FHTTPSKCAZ*: http://netsmell.com/post/maybe-it-is-easy-to
-understand-https-thus.html



http://netsmell.com/post/maybe-it-is-easy-to-understand-https-thus.html
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HFOpenSSLEFECA
1 BIRBE

cd /etc/pki/ca/

1
2
3 #O0EE R 5 O HYE FEindex . txt

4 #EIEUEH IS, T —MEBRF5serial
5 touch {index.txt,serial}

6

/

8

# G5 NHSL T 5|5
echo 01 > serial

2.8l CA

1 #4AEA

2 (umask 066; openssl genrsa -out
/etc/pki/CA/private/cakey.pem 2048)

3 #ERHBAZFIED
openssl req -new -x509 -key
/etc/pki/CA/private/cakey.pem -out cacert.pem -days
365

5 #&ELEMMIET

6 openssl x509 -text -in /etc/pki/CA/cacert.pem

ApachefitEEHZEEIEH
1.%7%&ssl_modisEiR

1 yum install mod_ss]

ssl_modZABLE 42/ etc/httpd/conf.d/ssl.conf
2. HHEIEH

1 #8)&ss1H=x
2 mkdir /etc/httpd/ss]i
3
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4 #EMAH. BAARGFZAAHMEBR MRS OEEE XHE R T
5 (umask 077;openss] genrsa -out
/etc/httpd/ssl/httpd.key 2048)
6
7 #E BGIE S S SO
8 openssl req -new -key /etc/httpd/ssl/httpd.key -out
/etc/httpd/ss1/httpd.csr
9
10 #E BRI RGINER . HT ZRIRABECAFRTA, X—PAFTFE
11
12 #HAEF O E U
13 openssl ca -in /etc/httpd/ssl/httpd.csr -out
/etc/pki/CA/certs/httpd.crt -days 365
14
15 #HANEFOHIEBhttpd. crt R HIERIE P, HTRZFAACA, Frf
A] DU IR 5 & ) 2 N H 89 H 3% T
16 cp -p /etc/pki/CA/certs/httpd.crt /etc/httpd/ssl
3.Apachefit &
1 Listen 443
2 <VirtualHost *:443>
3 DocumentRoot "/var/www/html"
4 ServerName www.Xuejinwei.ccC
5 #SSL| AR K
6 SSLEngine on
7 #35 7E IR 55 25 IE A B
8 SSLCertificateFile "/etc/httpd/ssl/httpd.crt"
9 #1155 a5 R0 BH A
10 SSLCertificateKkeyFile "/etc/httpd/ssl/httpd.key"
11 </virtualHost>

4.5 B ENHEEhttps



1 <virtualHost *:80>
2 DocumentRoot "/var/www/html"
3 ServerName www.Xuejinwei.cc
4 RewriteEngine on
5 RewriteCond %{SERVER_PORT} !A443$%
6 RewriteRule A(.*)?$ https://%{SERVER_NAME}/$1
[L,R]
/ </VirtualHost>
5. EA BFREE
1 RewriteEngine on
2 RewriteBase /yourfolder
3 RewriteCond %{SERVER_PORT} !A443%
4 #RewriteRule A(.*)?$ https://%{SERVER_NAME}/$1 [L,R]
5 RewriteRule A.*$ https://%{SERVER_NAME}%{REQUEST_URI}

[L,R]
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