i AN
X

<N
F A

A

1IE/ &

LAjinweiayy.comiX/Mai3 A TECE, DNSIRSSS8IPA
192.168.1.109, 1HEZMETIEM192.168.1.110

EEEEXH: /etc/named.conf

vim /etc/named.conf

options {
Tisten-on port 53 { any; };
directory "/var/named/";
dump-file "/var/named/data/cache_dump.db";
statistics-file "/var/named/data/named_stats.txt";
memstatistics-file
"/var/named/data/named_mem_stats.txt";
//allow-recursion { server_ip };
allow-query { any; };
recursion yes;
allow-transfer { none; };

+s

lTogging {
channel default_debug {
file "data/named.run";
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18 severity dynamic;

19| 1

20 1}

21

22 zone "." IN {

23 type hint;

24 file "named.ca";

25 };

26

27 zone "jinweiayy.com." IN {

28 type master;

29 file "jinweiayy.com.zone";

30 };

31

32 zone "1.168.192.1in-addr.arpa." IN {
33 type master;

34 file "192.168.1.zone"

35| };

36

37 include "/etc/named.rfcl912.zones";

IER#FXIE3{4: /var/named/jinweiayy.com.zone
vim /var/named/jinweiayy.com.zone

1
2
3 $TTL 600
4 @ IN SOA dns.jinweiayy.com. Jjinweiayy.gmail.com

(
5 2017022601
6 2H
7 10M
8 1w
9 1D )

10 @ IN NS dns.jinweiayy.com.
11 dns IN A 192.168.1.109

12 @ IN MX 10 mail

13 mail IN A 192.168.1.110
14 www IN A 192.168.1.110



15 ftp IN CNAME www

REEHXIEESE: /var/named/1.168.192.zone

1 vim /var/named/192.168.1.zone

2

3 $TTL 600

4 @ IN SOA dns.jinweiayy.com. Jjinweiayy.gmail.com
(

5 2017022601

6 2H

7 10M

8 1w

9 1D )

10 @ IN NS dns.jinweiayy.com.
11 109 IN PTR dns.jinweiayy.com.
12 110 IN PTR www.Jjinweiayy.com.
13 110 IN PTR mail.jinweiayy.com.

(ECIN PR AL /B4

cd /var/named/
chown root:named jinweiayy.com.zone
chown root:named 192.168.1.zone

chmod 640 jinweiayy.com.zone
chmod 640 1.168.192.zone

Ul A W N R

B FECE R X

1 named-checkconf
named-checkconf -z /etc/named.conf #&E ~iE4HHIfE(E S
named-checkzone "jinweiayy.com.zone"
/var/named/jinweiayy.com.zone

4 named-checkzone "192.169.1.zone"
/var/named/192.168.1.zone

=1 pa SV = P



1 systemctl start named.service
2 tail /var/log/messages

izt

1 #an A Al EHLHAT I, FERS3mE, wEITILA S

2 firewall-cmd --zone=public --add-port=53/tcp --
permanent

3 firewall-cmd --zone=public --add-port=53/udp --

permanent

systemct] reload firewalld.service

systemct] enable named.service

#I

dig -t A www.Jjinweiayy.com @192.168.1.109

dig -t NS jinweiayy.com @192.168.1.109

dig -t MX jinweiayy.com @192.168.1.109

10 dig -x 192.168.1.110 @192.168.1.109

11 ##ZUHHERFER, EREGHRERER

O 0 N O U1 b~

Fo =N

1. IR1ESCPRIAMERL &/ etc/named.confX{&FAJoptionsiEll, JTHER
e anwd

2. REFEFTXERIEN, zone-nameAMEEIBIIANSSHZZ, Fia0:
192.168.1.110, Mzone-nameE A1.168.192.in-addr.appa.

EMEH!

Lljinweiayy.comiX M3 A5 TECE, Master DNS JRE28IP S
192.168.1.107, Slave DNS AR$5881P9192.168.1.108, LA/
A TR E.

Master DNS RSS2t e
(Egt/etc/named.confEEEE 4

1 vim /etc/named.conf
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O N O ui A W N

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38

options {
Tisten-on port 53 { any; };
directory "/var/named/";
dump-file "/var/named/data/cache_dump.db";
statistics-file "/var/named/data/named_stats.txt";
memstatistics-file
"/var/named/data/named_mem_stats.txt";
//allow-recursion { server_ip };
allow-query { any; };
recursion yes;
//allow-transfer { none; };

}s

logging {
channel default_debug {
file "data/named.run";
severity dynamic;

i
i
zone "." IN {
type hint;
file "named.ca";
i

zone "jinweiayy.com." IN {
type master;
file "jinweiayy.com.zone";
//¥nslave DNS k55 #51ipiidil, B RvrEfLix
allow-transfer { 127.0.0.1; 192.168.1.108; };

}s

zone "1.168.192.1in-addr.arpa." IN {
type master;
file "192.168.1.zone"
//¥GnsTave DNS Ji4s s (4 pidk, B fovF dEfL ik
allow-transfer { 127.0.0.1; 192.168.1.108; };



39
40
41

}s

include "/etc/named.rfcl912.zones";

X &ES I RIEINEFC R

1 vim /var/named/jinweiayy.com.zone

2
3
4

O 00 N O U

10
11
12
13
14
15
16
17

A~ w N R

O 00 N O WU

10
11
12

$TTL 600
@ 1IN SOA dns.jinweiayy.com.
(
2017022601
2H
10m
1w
1D )
@ 1IN NS dns.jinweiayy.com.

@ IN NS dnsl.jinweiayy.com.

dns IN A 192.168.1.107
dnsl IN A 192.168.1.108

@ IN MX 10 mail
mail IN A 192.168.1.110
www IN A 192.168.1.110

ftp IN CNAME www

vim /var/named/192.168.1.zone

$TTL 600
@ IN SOA dns.jinweiayy.com.
(
2017022601
2H
10m
1w
1D )
@ IN NS dns.jinweiayy.com.

@ 1IN NS dnsl.jinweiayy.com.

107 IN PTR dns.jinweiayy.com.

jinweiayy.gmail.com

jinweiayy.gmail.com



13 108 IN PTR dns.jinweiayy.com.
14 110 IN PTR www.Jjinweiayy.com.
15 110 IN PTR mail.jinweiayy.com.

Slave DNS JR53EEEe =

vim /etc/named.conf

options {
Tisten-on port 53 { any; };
directory "/var/named/";
dump-file "/var/named/data/cache_dump.db";
statistics-file "/var/named/data/named_stats.txt";

O N O Uil B W N B

memstatistics-file
"/var/named/data/named_mem_stats.txt";
9 //allow-recursion { server_ip };
10 allow-query { any; };

11 recursion yes;

12 allow-transfer { none; };
13| };

14

15 Togging {
16 channel default_debug {

17 file "data/named.run";
18 severity dynamic;

19 };

20 1};

21

22 zone "." IN {

23 type hint;

24 file "named.ca";

25 };

26

27 zone "jinweiayy.com." IN {

28 type slave;

29 file "slaves/jinweiayy.com.zone";
30 masters { 192.168.1.107; };
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31
32
33
34
35
36
37
38
39

}s

zone "1.168.192.1in-addr.arpa." IN {
type slave;
file "slaves/192.169.1.zone";
masters { 192.168.1.107; };

}s

include "/etc/named.rfcl912.zones";

BREIHMERE

A W N R

systemct] start named.service
tail /var/log/messages
##r%Eslave DNS JIR55 a8 A X EOCRA4L 1%

1s -1 /var/named/slaves

Pl Tz

O 60 N O vi h W N B

itE

SE

dig -t A www.jinweiayy.com @192.168.1.107
dig -t NS jinweiayy.com @192.168.1.107
dig -t MX jinweiayy.com @192.168.1.107
dig -x 192.168.1.110 @192.168.1.107

dig -t A www.Jjinweiayy.com @192.168.1.108
dig -t NS jinweiayy.com @192.168.1.108
dig -t MX jinweiayy.com @192.168.1.108
dig -x 192.168.1.110 @192.168.1.108

1. —fgM=S, EDNSERSSERAIbINdIRAATLAET-MARSS 88bindAYkR
A, EINRESTMIRSSSRbindhRA, NRJEESHIMINBEARSIFHIIN
=

2. NIRSS 2R N EARSS eR 8RB EIRIE LIIRN, AILARI AEE =R AR
BIREREIEKDNSIRSS 25 P NSRS RN,
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FEIZN

jinweiayy.com.f9FExixi.jinweiayy.com.J9fl, LA LHFIEER
Master/Slave DNS JR$SE8 AETM,

{£ L EDNSERSS =R IR INic S

RFEZEAE FEDNSIRSRRAYKIE 4 FIEIN—RNSICRIIAICR. X1
JIERERINTRE, BRI ITIRSRR T NEDNSIRS s ITEE,

1 xixi IN NS dns.xixi.jinweiayy.com.

2 dns.xixi.jinweiayyy.com. IN A 192.168.1.109
==
i KER
EE A

HRETERNGE, ZEEEEXE, IRAERNEGEZNEZEE
EFhENEFENEE AZEEAIDNSIREEE, XS5 EAIDNSAHR
S TERREEFAETE.
FEREX

fordward: {ERJLAE firstflonly ., Z{EEfirsth, RiEL, 0

RISEDNSIRS SR ANEBAEHIR, SERonlyRd, A, W
SRDNSERSZS AN EHMEHAR, HISEDNSIRSS 2e 2N RT/FIT.

forwarders: I5E#EABHIDNSIRSESE, XNEERATLURSEE
zonelq,

g [ S Ak e

1 opotions {

2 forward only;
3 forwarders { DNS_SERVER_ip; };
4 };

ERSEXE
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1 zone "FREXHE" IN {

2 type forward;

3 forwarders { DNS_SERVER_IP; };
4 forwarders only;

5

};
viewljJge
view: RIS A RIERIT A S AR RRIRRIT
[ERviewISEROBE SO

options {
directory "/var/named";
dump-file "/var/named/data/cache_dump.db";

A~ w N R

statistics-file
"/var/named/data/named_stats.txt";
memstatistics-file

(9]

"/var/named/data/named_mem_stats.txt";
allow-query { any; };
recursion yes;
allow-transfer { none; };

O 0 N O

b

10 //%%F dintranet 4T HISKE IP fRE
11 acl external {

12 192.168.1.109/24;

13| };

14 //mm bBfnts (1) AR R EEFEREE

15 acl internet {

16 1 192.168.100.109/24;
17 any;
18 };

19 //F—viewEH — ALK
20 view "viewl" {

21 match-clients { "intranet"; };
22 zone "." IN {
23 type hint;

24 file "named.ca";
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25 b

26 zone '"centos.vbird" IN {
27 type master;
28 file "named.centos.vbird";
29 allow-transfer { 192.168.100.10; };
30 };
31 zone "100.168.192.1in-addr.arpa" IN {
32 type master;
33 file "named.192.168.100";
34 allow-transfer { 192.168.100.10; };
35 };
36  };
37
38 view "view2" {
39 match-clients { "internet"; };
40 zone "." IN {
41 type hint;
42 file "named.ca";
43 5
44 zone '"centos.vbird" IN {
45 type master;
46 file "named.centos.vbird.inter";
47 I
48 };
pEI=E A

1. QNER(ERD view IhEE, NIMIEFTERYZONeFIA view HB
2. view 1EECE AN M _E1F T ITED

TEgEMizt
1. F&bindiEf3E

1 wget https://www.isc.org/downloads/file/bind-9-9-
9-p6/?version=tar-gz

2. fmiFNi TR


af://n77

1 cd bind-9.9.9-P6/contrib/queryperf
2 ./configure
3 make

4 cp queryperf /usr/bin/

3. izt

#EEWIE R
gquerypert -h

#0020 A S .

mail.xjwlinux.com A
dns3.xjwlinux.com NS
mail.xjwlinux.com A
dns3.xjwlinux.com NS

© 00N O U1 B W N B

el el
w N R O

#5X
querypert -d test.DNS -s server_ip

l_\
N

ACL

1. ACL, plalzHIFIER

. BINDRYIU MR ERIEHEFIFIZR : any, none, local, localnet
ACLRBEEN Z 57 REfER

.51

A W N

1 acl ACL_NAME {
2 ip/24;

3 ip/24;

4 1


af://n88
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RNDC

rnds(Remote Name Domain Controller), mi2EIEBINDEYT
B, aILAEBEME At DNSIRSZ 28T A [EIRiEN TR,

rndciit&

sk

1 #%mirndc. conf3

2

O 0O N O Ul »h W N B

10
11
12
13
14
15
16
17

18
19
20
21
22
23
24
25
26

rndc-confgen -r /dev/urandom > /etc/rndc.conf

#¥key. controlsli& %] /etc/named. conf {4
cat /etc/rndc.conf

# Start of rndc.conf
key "rndc-key" {
algorithm hmac-md5;
secret "0/aywg7w+6u/6X0+35m4aA==";

b

options {
default-key "rndc-key";
default-server 127.0.0.1;
default-port 953;

s

# End of rndc.conf

# Use with the following in named.conf, adjusting
the allow 1list as needed:
# key "rndc-key" {

# algorithm hmac-md5;

# secret "0/aywg7w+6u/6X0+35m4aA=="";

# 1

#

# controls {

# inet 127.0.0.1 port 953

# allow { 127.0.0.1; } keys { "rndc-key"; };

# 1
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27 # End of named.conf
rndcip S

rndc status #E G DNSHR 55 23 IR 3

2 rndc stats #IL K Y ATDNS IR &5 28 Ao vh 44, FF 5 Adata/
HxT
3 rndc dumpdb #IC K Y AIDNSIR 55 A 2 A7 504, IEBA
data/H=%X T
4 rndc reload #35 H N L B SO A X 8 e
5 rndc reload zone_name  #EFrEi AiEE X L4
6 rndc stop #1510 R 5% 78
7 rndc flush #I5 7 B AT
8 rndc retransfer z_name # Fif& ik FAN X 5
9 rndc reconfig # 3 S IC B S 0 #0E B A X 3
10 rndc querylog #RWBIF R ERHE. &/ m i
SEHEGREPER
11 rndc trace #¥7 - debughi =X
&%

/etc/named.comf: https://www.centos.org/docs/5/html/Deployme
nt_Guide-en-US/s1-bind-namedconf.html

DNSHRSB XTI NEEIFZE: http://www.178linux.com/67736

DNS A SOA 1ExR{&7:http://www.sigma.me/2011/01/01/about_dns
_soa.html

DNS and BIND NMEK L% http://www.178linux.com/16152

archlinuxBIND: https://wiki.archlinux.org/index.php/BIND_(%E7%A
E%80%E4%BD%93%E4%B8%AD%E6%96%87)

IPHELEFRE . http://vod.sjtu.edu.cn/help/Article_Show.asp?ArticlelD
=631
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https://www.centos.org/docs/5/html/Deployment_Guide-en-US/s1-bind-namedconf.html
http://www.178linux.com/67736
http://www.sigma.me/2011/01/01/about_dns_soa.html
http://www.178linux.com/16152
https://wiki.archlinux.org/index.php/BIND_(%E7%AE%80%E4%BD%93%E4%B8%AD%E6%96%87)
http://vod.sjtu.edu.cn/help/Article_Show.asp?ArticleID=631
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