iptables

iptables@Z{TERFZERI— TN ARERY, BITROEH %R
Rnetfilertf&tR, LUAERSRNAE R ERRIEHRRSGHTIT IR R E
fbiR{ERITORE. netfilterRERXZAISLIPI KESTORERTIELR. =
L Fiptables AR EAHARKIERIIRE, BREETERNRAI—D
EF, BURFHEEERAEMNRTRN SRS,

netfilter

netfiterfE Iz ERS NI FRREELING K IETHEE, XANETFXT
N55%5%, BJLAERRROIX A MNMEFERZS N A ENAE R TEST,
XER SR EEH TR UAR M E, BEEEMIETIE
BRAIHN, SHRXASNEMISHITRETRE, A2 XEERN
IHEE.

hE

1. PREROUTING: FERHBIARSR, IRXETTENAFENEAINE

2. INPUT: #RENAARH IR E

3. FORWARD: AR ZRNRSXCRERUE

4. OUTPUT: HAHNALRIEHEIRS ST E

5. POSTROUTING: FE_RIEHASR, IRXMAARENEERVE

&

B LHIEZFAN, MIXERNRIIERAARERRY. RIE
BEARE, BHEiptablesthX 3 ABIKE. EEHEBINEERANUS
ARERIET, HXLEEBHERTIISEHIRNIEMRAIEEMZR.

iptablesHPRYPURZINRE:

1. filter: XEURRHITIZIR, FELINE
2. nat: bfitENE

3. mange: RERIRSC. 182X, IR



4. raw: KiAnatR LERNERBERINEE, TIFRERICKRS:R LEEXR
HEHERYRE, BNRIRERIENSARERE

FHRIC AR IR ENE(target)

1. ACCEPT: AiFR>OEId

2. DROP: EFHRIZ, Az

3. REJECT: R4z @S, FrERMNmRAEK S E4EEd
4. SNAT: RitbiHEEHR

5. DNAT: HiritbiiEis

6. MASQUERADE: IlF{jZcSNAT, BIaNiG AR HRp—MRI5h
HY—MP

L UG L | 5 SC378 | 4% T e S o 58 | 4%-for 8 W7 LA T F D



NETWORK CARD

p— —

NETWORK CARD

—_—— ——

PREROUTING )

connection tracking

Table legend

filter

raw
connection tracking

NAT (IPv4 only!)

COOCO80

destination NAT (*)

00S ingress

tunneled
lipip, gre,

sit, ipsec)

T — —

filter

non4tunneled

——

mangle
I
( FORWARD
|
I mangle == filter
|

| [(*) for ipv6 tunneled over ipvd,
| the nat table is traversed

| only when the first packet

| of the tunnel goes through
|

|

|

!

And packets going through
the "lo" interface don't

traverse the PREROUTING
destination MAT box

by

xkrd7gouterspace.dyndns.org
deepstargulyssis.org

31.106.2002

T o E— m—

non-tunneled

{
|
|
|
|
|
|
|
|
\

Q0S egress

tunneled

(ipip. gre,
sit, ipsec)

1

POSTROUTING)

source MAT (*)

N

mangle

| —

|
|
|
|
|
|
|
i

— — — o — — ——

OUTPUT

filter

N

destination NAT (*)

/l\

mangle

connection tracking




EESE: Hitp://www.ad BNk E8%/2011/09 otahl & packert
R

raverse-map/

LOCAL PROCESS



http://www.adminsehow.com/2011/09/iptables-packet-traverse-map/

